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Abstract

A deniable authentication protocol enables a receiver to identify the true source of a given message, but not to prove the
identity of the sender to a third party. This property is very useful for providing secure negotiation over the Internet. Con-
sequently, many interactive and non-interactive deniable authentication protocols have been proposed. However, the inter-
active manner makes deniable protocols inefficient. In addition, a security hole is generated in deniable protocols that use
the non-interactive manner if a session secret is compromised. Thus, there is no secure and efficient deniable authentication
protocol as of now. In this paper, a new protocol based on the non-interactive manner is proposed to efficiently and
securely achieve deniable authentication. This protocol can furthermore replace the underlying signature scheme in order
to retain a secure status even if the previously used signature method is broken.
� 2006 Elsevier Inc. All rights reserved.
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1. Introduction

Authentication is used to ensure that users are who they say they are. Without doubt, this procedure is
widely adopted as a standard security protocol. Several variants have been developed [6,13,14]. However,
under certain circumstances this type of basic authentication assumption is not good enough; therefore, deni-
able authentication has been proposed [1–5,9,10,12].

Deniable authentication has two characteristics that differ from traditional authentication:

1. Only the intended receiver can identify the true source of a given message.
2. The receiver cannot prove the source of the message to a third party.

These properties are very useful for providing secure negotiation over the Internet [1]. Deng et al. [3]
described the following application of deniable authentication. Suppose a customer wants to order an item
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from a merchant, then the customer should make an offer to the merchant and create an authenticator for the
offer, because the merchant must be sure that this offer really comes from the customer. However, the mer-
chant wants to be able to prevent the customer from showing this offer to another party in order to elicit a
better deal. Therefore, we need a protocol that enables a receiver to identify the source of a given message,
but prevents a third party from learning the sender’s identity.

Dwork et al. [4] proposed a deniable authentication protocol based on the concurrent zero-knowledge
proof. A factoring based deniable authentication protocol was proposed by Aumann and Rabin [2]. Later,
Deng et al. [3] also proposed two deniable authentication protocols based on factoring and the discrete log-
arithm problem, respectively. Fan et al. [5] proposed another simple deniable authentication protocol based on
the Diffie–Hellman key distribution protocol. However, the above deniable authentication protocols all use an
interactive but inefficient manner. Moreover, there is a common weakness in these deniable authentication
protocols [12], as the sender does not know to whom he/she verifies the source of a given message. In other
words, a third party can impersonate the intended receiver to identify the source of a given message. This
allows an attacker to determine the true origination of an offer.

In order to enhance efficiency, many deniable authentication protocols have been proposed [9,10,12] that
satisfy the non-interactive manner. However, it is possible that the receiver cannot identify the true source
of a forged message if a session secret of the communication partners using these protocols is compromised.
Therefore, an attacker can forge a legal price offer and create a legal authenticator for the offer. This, of
course, contradicts the first requirement of deniable authentication. In this paper, we first discuss the weak-
nesses inherent in the previously proposed deniable authentication protocols based on the non-interactive pro-
tocol, and then develop a secure protocol to counter these weaknesses. In addition, we also discuss the
generalized property of our proposed protocol, which allows the replacement of an underlying signature
scheme to retain security if the previously used signature method is broken.

The rest of this paper is organized as follows. The drawbacks of the deniable authentication protocols using
the non-interactive manner are discussed in Section 2. Next, a new deniable authentication protocol is pro-
posed in Section 3. In Section 4, the security analysis of the proposed protocol is provided. Some character-
istics of our proposed protocol are discussed in Section 5. In Section 6, the performance analysis of the
proposed protocol is discussed. Finally, concluding remarks are given in Section 7.

2. Comments on deniable authentication protocols using the non-interactive protocol

In general, a compromised session secret must not affect the security of other session secrets; that is, the
requirement of forward or backward secrecy should be satisfied. However, a compromised session secret k

will cause a serious security hole in each of the previously proposed non-interactive deniable authentication
protocols [9,10,12]. The main problem is that the message M is independent of the parameters that can
derive the session secret k. By using the same parameters, the fixed k will be derived. If these parameters
are unchanged but k is compromised, an attacker can calculate the authenticator MAC 0 = H(k,M 0) for
any message M 0 where H( Æ ) is a collision-free hash function, and then send MAC 0 to the receiver. In such
a case, the receiver will derive the same compromised k from these parameters, and therefore accept the
attacker. Analyses of the weakness for each deniable authentication protocol [9,10,12] are given in the
following:

In [9], the sender sends (r, s,MAC) with the message M to the receiver, where r and s are the parameters that
can derive the session secret k. The authenticator MAC = H(e(P,P)t,M), where e is a bilinear map, P is a gen-
erator in the defined group with the order q, and t is a random number in Z�q. In this protocol, the receiver can
derive k = e(P,P)t from r and s. If a session secret k is compromised, by keeping r and s unchanged, an
attacker can calculate the authenticator MAC 0 = H(k,M 0) for any message M 0. Therefore, (r, s,MAC 0) with
the message M 0 is legal deniable information from the attacker.

In the next scenario [10], the sender sends (s, b1, b2, c, a1, a2, MAC) with M to the receiver, where
MAC = H(M,k). In this protocol, s, b1, b2, c, a1 and a2 are the parameters that can derive the session secret
k. A legal authenticator MAC 0 = H(M 0,k) for M 0 can be calculated by an attacker with the same compromised
session secret k. Therefore, when the attacker sends (s, b1, b2, c, a1, a2, MAC 0) with the message M 0 to the
receiver, the attacker will pass the verification process of the receiver.
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In [12], the sender sends (r, s,MAC) with M to the receiver, where r = H(k), s = xSrmod q and MAC =
H(k,M). The parameters r and s can derive the session secret k in this protocol. Therefore, by keeping r and
s unchanged, an attacker can calculate the authenticator MAC 0 = H(k,M 0) for any message M 0 with the same
compromised k. Therefore, (r, s,MAC 0) with the message M 0 is legal deniable information from the attacker.

3. Our proposed protocol

As in Shao’s protocol [12], the authority selects two large prime numbers p, ranging in size from 1024 to
2048 bits, and q with a bit size of 160, where qjp � 1, an element g of order q in GF(p) and a collision-free
hash function H( Æ ) with an output of q bits. The secret key of the sender S is XS 2 {1,2, . . . ,q} and
Y S ¼ gX S modp is the corresponding public key. Similarly, (XR,YR) is the key pair of the receiver R, where
XR 2 {1,2, . . .,q} and Y R ¼ gX R modp. The symbol ‘‘k’’ is the concatenate operator of strings. S will execute
the following steps to deniably authenticate a message M to R:

1. Choose a random integer t in {1,2, . . . ,q}.
2. Compute
r ¼ gt mod p; ð1Þ
r ¼ HðMÞX s þ tr mod q; ð2Þ
k ¼ ðY RÞr modp; and ð3Þ
MAC ¼ HðkkMÞ: ð4Þ
3. Send (r,MAC) with M to R.

After receiving (r,MAC) and M from S, R will execute the following steps:

1. Compute
k0 ¼ ðY HðMÞ
S rrÞX R modp: ð5Þ
2. Verify whether H(k 0kM) = MAC. If the above equation holds, R accepts it; otherwise, R rejects it.

The following theorem demonstrates that the receiver can derive the shared session secret between him/her
and the sender in the proposed protocol.

Theorem 1. The receiver can compute the shared session secret between him/her and the sender by employing

Eq. (5).

Proof. From the proposed protocol, we have
k0 ¼ ðY HðMÞ
S rrÞX R modp

¼ gHðMÞX S X R gtr X R modp

¼ Y HðMÞX S
R Y tr

R modp

¼ Y HðMÞX Sþtr
R mod p

¼ Y r
R modp

¼ k:
Thus, the receiver can derive the session secret shared by the sender. h
4. Security analysis

In this section, we will show that the proposed protocol does not only consider the security issues proposed
by Shao [12], including forgery attack, impersonation attack, deniability, and completeness, but can also sus-
tain the security when the session secret has already been compromised.
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Proposition 1. A compromised session secret does not affect the security of the proposed deniable authentication

protocol.

Proof. The session secret can be derived from k ¼ ðY HðMÞ
S rrÞX R modp ¼ ðY RÞHðMÞX Sþtr modp, where a random

number t is chosen independently for each session. If an attacker wants to forge the deniable information with
the forged message M 0 by using the compromised session secret k, the receiver will derive a different session
secret from the forged information. This is because the message and its corresponding session secret are inter-
dependent. To solve this problem, the session secret for each round must be independent. This has been real-
ized in our protocol which as well guarantees the underlying signature scheme as shown in Eq. (2). Thereby, a
compromised session secret does not affect the security of other sessions. h

Proposition 2. When an attacker wants to forge the valid deniable authentication information and then send it to

the intended receiver, the proposed protocol can withstand the forgery attack.

Proof. Since the session secret k ¼ ðY HðMÞ
S rrÞX R ¼ ðY RÞHðMÞX Sþtr ¼ ðY RÞr modp, only an attacker who has the abil-

ity to create r can successfully forge valid deniable authentication information. However, r is computed accord-
ing to Eq. (2), the well-known Schnorr signature scheme [11]. Therefore, no one can forge r without knowing the
sender’s secret key XS. Consequently, the proposed protocol can safeguard against a forgery attack. h

Proposition 3. If an attacker wants to impersonate the intended receiver in order to identify the source of a given

message, the proposed protocol can withstand such an impersonation attack.

Proof. An attacker can obtain the message M and its authenticator MAC = H(kkM) from the deniable
authentication information sent by the sender. When the attacker wants to impersonate the intended receiver
to verify the message authenticator, he/she must derive the session secret from Eq. (5) first. However, it is
impossible for the attacker to accomplish this without knowing the receiver’s secret key XR. Therefore, the
proposed protocol can be secure against an impersonation attack. h

Proposition 4 (Completeness). If a sender and a receiver follow the proposed protocol to negotiate with each
other, the receiver can identify the source of a message.

Proof. From Theorem 1, it can be seen that the sender and the receiver share the same session secret k = k 0.
Hence, the receiver can identify the source of the message M according to H(k 0kM) = MAC = H(kkM). h
Proposition 5. The proposed authentication protocol is deniable.

Proof. The relationship between r and MAC for a given message M can be verified only by knowing k. When M

and r are given, k can be derived from Eq. (3) or (5). Therefore, both the sender with the knowledge of XS and the
receiver with the knowledge of XR have the same ability to generate (r,MAC) for the given message M. Obvi-
ously, it is difficult to verify whether the message was sent by the sender or forged by the receiver, so the receiver
can only identify the source of the message but cannot prove the source of the message to a third party. h
5. Discussion

The generalized property allows the proposed protocol to replace the underlying signature scheme in order
to remain secure if the previously used signature method has been broken. From Eq. (2), it is clear that the
Schnorr signature scheme is used in our proposed protocol. In fact, Eq. (2) can also be replaced by ElG-
amal-like signature schemes. Table 1, borrowed from [7], shows the possible replacement candidates. As [7]
shows, the generalized ElGamal-like signature can be represented as
aX S ¼ bt þ cmod/ðpÞ; ð6Þ

where (a,b,c) can be a mathematical combination of (m, r,r).



Table 1
Generalized ElGamal type signature schemes [7]

Signature equations

(a) mXS = rt + rmod/(p) (b) mXS = rt + rmod/(p)
(c) rXS = mt + rmod/(p) (d) rXS = rt + mmod/(p)
(e) rXS = rt + mmod/(p) (f) rXS = mt + rmod/(p)
(g) rmXS = t + rmod/(p) (h) XS = mrt + rmod/(p)
(i) rXS = t + mrmod/(p) (j) XS = rt + rmmod/(p)
(k) rmXS = rt + 1mod/(p) (l) rXS = rmt + 1mod/(p)
(m) (r + m)XS = t + rmod/(p) (n) XS = (m + r)t + rmod/(p)
(o) rXS = t + (m + r)mod/(p) (p) XS = rt + (r + m)mod/(p)
(q) (r + m)XS = rt + 1mod/(p) (r) rXS = (r + m)t + 1mod/(p)
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In our proposed protocol, the partial digital signature r is never sent to the receiver, so it is unknown to the
receiver. r is an important parameter that determines which of the signature equations in Table 1 can be used
in our proposed scheme. In the following, Proposition 6 shows which equations can or cannot be used in the
proposed protocol.

Proposition 6. The signature equation is a candidate for our proposed protocol if and only if the signature r
appears in parameter c of Eq. (6).

Proof. If a signature equation is a candidate, then the receiver receiving (r,MAC) must be able to derive the
session secret by computing k ¼ ðgrÞX R modp. That is, grmod p must be first derived by the receiver. The fol-
lowing three situations are possible:

(i) Assume that the parameter a in Eq. (6) is r. Therefore,
grX S ¼ gbtþc ¼ rb � gc modp
can be derived by the receiver. However, without knowing the sender’s secret key XS, the value grmod p

cannot be obtained by the receiver.
(ii) Assume that the parameter b in Eq. (6) is r. Therefore, while
gr�t ¼ gaX S�c ¼ Y a
S � g�c mod p
can be derived by the receiver, the value grmodp cannot be obtained without knowing t.
(iii) Assume that the parameter c in Eq. (6) is r. Therefore,
gr ¼ gaX S�bt ¼ Y a
S � r�b modp
The receiver can derive the value grmodp, because (a,b,YS, r) are known to the receiver.

Hence, if a signature equation is a candidate, then r will appear only in c.
Conversely, if the signature r only appears in parameter c of Eq. (6), then
gr ¼ gaX S�bt ¼ Y a
S � r�b modp
can be easily derived by the receiver. Thus, if the signature r only appears in parameter c of Eq. (6), then the
signature equation can be a candidate signature scheme. h

According to the above, the signature equations (a), (c), (g), (h), (m), and (n) in Table 1 are candidates for
use in our proposed protocol, because they satisfy the condition that r only appears in parameter c.

6. Performance analysis

Since all previously proposed deniable authentication protocols do not meet all of the requirements neces-
sary for higher security, the performance of those protocols is not considered. Thus, the communication cost
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of our proposed protocol is analyzed first, and then the computation cost for both the sender and the receiver
is discussed.

Our proposed protocol is a non-interactive protocol so that the communication process is shorter than in
any interactive protocol. Moreover, in the previously proposed non-interactive deniable authentication pro-
tocols [9,10,12], a full signature (r, s) should be sent to the receiver together with the authenticator MAC. How-
ever, in our proposed protocol only the partial signature r and MAC need to be sent to the receiver, so that the
communication cost can be further reduced. In our proposed protocol this cost is only jpj + jqj bits, where jpj
is the modular size and jqj is the output size of a hash function. Furthermore, for the value r, the communi-
cation cost can be reduced to 160 bits if the digital signature standard [8] is adopted.

Compared to the computation cost of a modular exponentiation and a modular addition, costs for multi-
plications and hash functions are very low, so that they can be ignored. Thus, only the computation cost of the
modular exponentiation is taken into account in our proposed protocol. For the sender, one modular expo-
nentiation is required in Eqs. (1) and (3), respectively. For the receiver, two modular exponentiations are
required to authenticate the source of a message. In fact, the computation cost can be reduced, because the
cryptosystem based on the discrete logarithm problem can be directly converted into one based on the elliptic
curve discrete logarithm problem. Therefore, the implementation can benefit from the efficient operations of
the elliptic curve cryptosystem, which proofs the efficiency of our proposed protocol.

7. Conclusion

A deniable authentication protocol is very useful for providing secure negotiation over the Internet. How-
ever, all existing interactive protocols are not efficient, and all existing non-interactive protocols are not secure
enough. In order to solve these problems, a new deniable authentication protocol based on the well-known
Schnorr signature scheme has been proposed in this paper which strengthens both efficiency and security.
Besides, we have shown that the proposed protocol can replace the underlying signature scheme to retain secu-
rity if the previously used signature method is broken.
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